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2. IMC Ґ  

Ὺ  
 [$1:Imc] [$2:logout]: logname=[$3:USERNAME] realname=[$4:REALNAME] 
groupname=[$5:GROUPNAME]@[$6:IPADDR]($7:MACADDR) login at [$8:TIME]
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2. APP Ґ  

Ὺ  
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2. Ḫ Ґ





16 

3 





18





20  

 >ž-1  



21 

6.1   

Ὺ  

user_name=[$1:
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6.2  IMҏ Ὺ  

Ὺ  

user_name=[$1:STRING];user_group_name=[$2:STRING];term_platform= 
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6.4  ҏ Ὺ  

Ὺ  

user_name=[
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6.5  ᴌҏ  
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6.7  ӕ/
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7.1  ₵  
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7.2  ₵  

Ὺ  

user_name=[$1:STRING];src_ip=[$2:IPADDR];src_port=[$3:UINT32];dst_ip= 
[$4:IPADDR];dst_port=[$5:UINT32];name=[$6:STRING];type=[$7:STRING]; 
protocol=[$8:STRING];mac=[$9:MAC];count=[$10:UINT32];level=[$11:UINT32]; 
in_if_name=[$12:STRING];create_time=[$13:UINT64];end_time=[$14:UINT64]; 
extend=[$15]; 

 

$1̔ Ȃ 

$2̔ IP Ȃ 

$3̔ Ȃ 

$4̔ IP Ȃ 
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7.3  DOS ₵  

Ὺ  

user_name=[$1:STRING];src_ip=[$2:IPADDR];src_port=[$3:UINT32];dst_ip= 
[$4:IPADDR];dst_port=[$5:UINT32];name=[$6:STRING];type=[$7:STRING]; 
protocol=[$8:STRING];mac=[$9:MAC];count=[$10:UINT32];level=[$11:UINT32]; 
in_if_name=[$12:STRING];create_time=[$13:UINT64];end_time=[$14:UINT64]; 
extend=; 

 

$1̔ Ȃ 

$2̔ IP Ȃ 

$3̔ Ȃ 

$4̔ IP Ȃ 

$5̔ Ȃ 

$6̔ Ȃ 

$7̔ Ȃ 

$8̔ Ȃ 

$9̔MAC Ȃ 

$10̔ Ȃ 

$11̔ ≢Ȃ 

$12̔῀ Ȃ 

$13̔⇔ Ȃ 

$14̔ Ȃ 

$15̔ ̆Ҍ ᾟ Ȃ 
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7.5  IPS
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7.6  AV  

Ὺ  

virus_name=[$1:STRING64];file_name=[$2:STRING256];user_name=[$3:STRING
32];user_id=[$4:UINT32];policy_id=[$5:UINT32];src_mac=[$6:MACADDR];dst_ma
c=[$7:MACADDR];src_ip=[$8:IPADDR];dst_ip=[$9:IPADDR];src_port=[$10:UINT3
2];dst_port=[$11:UINT32];app_name=[$12:STRING32];app_name_en=[$13:STRI
NG32];protocol=[$14:STRING32];app_protocol=[$15:STRING32];level=[$16:STRI
NG];ctime=[$17:STRING];action=[$18:STRING] 

 

$1̔ Ȃ 

$2̔ ᴆ Ȃ 

$3̔ Ȃ 

$4̔ IDȂ 

$5̔ IDȂ 

$6̔ MACȂ 

$7̔ MACȂ 

$8̔ IPȂ 

$9̔ IPȂ 

$10̔ Ȃ 

$11̔ Ȃ 
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7.7  Ⱶ  

Ὺ  



36 

7.9  ҿ  

Ὺ  

src_ip=[$1:IPADDR];st_ip=[$2:IPADDR];src_port=[$3:UINT32];dst_port=[$4:UINT3
2];src_mac=[$5:MACADDR];dst_mac=[$6:MACADDR];protocol=[$7:STRING];beh
avior_name_cn=[$8:STRING];behavior_name_en=[$9:STRING];behavior_detail=[
$10:STRING];behavior_desc=[$11:STRING];level=[$12:STRING];action=[$13:ST
RING]; 

 

$1̔ IP Ȃ 

$2̔ IP Ȃ 

$3̔ Ȃ 

$4̔ Ȃ 

$5̔ MAC Ȃ 

$6̔ MAC Ȃ 

$7̔ Ȃ 

$8̔ ҹҬ Ȃ 

$9̔ ҹ Ȃ 

$10̔ ҹ Ȃ 

$11
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$30̔BIDȂ 

$31̔MSBȂ 

$32̔ Ȃ 

$33̔ ↕idȂ 

$34̔ Ȃ 

$35̔ ῃ Ȃ 

$36̔ ῃ Ȃ 

̒
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8.2   

Ὺ  

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR] 
SrcMAC=[$4:MACADDR] DestMAC=[$5:MACADDR] SrcDeviceType=[$6:CHAR] 
SrcOS=[$7:CHAR] AttackTime=[$8:UINT64] SrcIPAddr=[$9:IPADDR] 
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ҽᶛ 

<6>4 2020-11-09 10:48:05 HOST 110100400115080754690511 ipv4 
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ῤ  
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ῤ  

Msgid=[$1:CHAR] UserName-3(g[)2($1:)2(C)6(H)6(A)4(R)6
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ῤ  

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR] 
SrcMAC=[$4:MACADDR] DestMAC=[$5:MACADDR] SrcDeviceType=[$6:CHAR] 
SrcOS=[$7:CHAR] AttackTime=[$8:UINT64] SrcIPAddr=[$9:IPADDR] 
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ῤ  

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR] 
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$1̔ Ȃ $1  

$1  

$1  

$1  

$1MAC$1



47 

ῤ  

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR] 
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR] 
SrcIPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] 
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ῤ  

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR] 
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR] 
SrcIPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR] 
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Account=[$12:CHAR] 
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ῤ  

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR] 
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ῤ  

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR] 
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR] 
SrcIPAddr=[$7:IPADDR] 
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9.7   

ῤ  

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR] 
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ῤ  

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR] 
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ῤ  

Msgid=[$1:CHAR] UserName=[$2:CHAR] UserGroup=[$3:CHAR] 
SrcDeviceType=[$4:CHAR] SrcOS=[$5:CHAR] SrcMAC=[$6:MACADDR] 
SrcIPAddr=[$7:IPADDR] SrcPort=[$8:UINT16] DstIPAddr=[$9:IPADDR] 
DstPort=[$10:UINT16] Protocol=[$11:UCHAR] Application=[$12:CHAR] 
ApplicationGroup=[$13:CHAR] Account=[$14:CHAR] Action=[$15:CHAR] 
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ῤ  
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ῤ  
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ҽᶛ 

<6>4 2020-11-10 09:45:04  110100400115080754690511 ipv4 Msgid=ssl 
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$1̔ Ȃ 

$2̔ Ȃ 

$3̔ Ȃ 

$4̔ Ȃ 

$5̔ Ȃ 

$6̔ MAC Ȃ 

$7̔ IP Ȃ 

$8̔ Ȃ 

$9̔ IP Ȃ 

$10̔ Ȃ 

$11̔ Ȃ 

$12̔ Ȃ 

$13̔ Ȃ 

$14̔TCP Ҭ Ȃ 

$15̔TCP Ҭ Ȃ 

$16̔TCP Ҭ ( ) )
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ҽᶛ 

<6>4 2020-11-10 16:41:35 HOST 110100400115080754690511 ipv4 
M
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10 ᴪ ̂ ̃
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ҽᶛ 

<6>4 2020-11-09 14:19:24 HOST 110100400115080754690511 ipv4 
Msgid=flow_session SrcMAC= DstMAC= UserName=10.10.1.2 
UserGroup=anonymous SrcIPAdrm.19:24 
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